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Our Infrastructure

Farmer — Exploit Farmer @ Proxy — thePlug

Helper — theSlave Packet Analyzer— Turiip ip #
!/ Turiipip ip
theCyberSlave @pp £ _-
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Diff (d) Current i =
¥ Open filters Flow Analytics Dashboard FLAG Tracking service Traffic ¢ Refresh

RetroCConsole-8090

l Fluw ﬂmﬂl‘j‘tﬁﬁ DaEhbﬂard

RetroCConsole-8090

& View Flow Analytics Dashboard Full Screen Last Tick [(18:24:00): Flows: Avg Dur: Packets:

RetroCConsole-8090 Flow & Packet Count

-

RetroCConsole-8090

RetroCConsale-8090 :

e X e ) Aetmcoosnes

RetroCConsole-B8090

RetroCConsole-8090 @5 3:07 90ms Flow Duration

0 OB CTETTE

RetroCConsole-8090 18:07:5 439

13/7/2026, 18:24:00

i war (34 Flows)
RetroCConsole-80390 ' / . £11ms avg (34 flows)

Max: 2.915
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Turiipipip

Aa

¥ Open filters

41 .784

:04:35 .015

_ HTTP :BO80 05:04:32 .631

Croo L e

HTTP :

4025ms

3539ms

1842ms

3881ms

2730ms

5012ms

@ child Collapse Client

Meta

Source: host.docker.internal:4242:1783996053 + |

(Duration): 127.0.0.1:36828 - 127.0.0.1:8080 (832 ms)
E Copy Flow as Text B Download Flow as Text

85:04:32:631 Bms @ Hide cCcyberchef ¥ &

GET /api/items/1 HTTP/1.1

Host: localhost:8080

User-Agent: Mozilla/5.0 (compatible; Nmap Scripting Engine)
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: session_id=admin; session_id=guest

0 ©5:04:32:632 1ms  WHide Cyberchef ¥

HTTP/1.1 200 OK

Server: BaseHTTP/08.6 Python/3.12.13
Date: Tue, 14 Jul 2026 03:04:32 GMT
Content-type: application/json
Content-Length: 53

iff ID (g) m Current: 542

Collapse Server  Copy as requests

m Hex PythonReguest

m Hex PythonReguest

w Terminators Copy
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Proxies 4 Proxy workspace

from autodi Y Or o one from the inventory.
arcadeccabinet-
arcade

127.6.0.1:80 Services ¢ Refresh

Ircc-backend RUNNING ¢ Scan

127.8.08.1:7666

ArcadeCCabinet

telecc-web

arcade

127.0.0.1:8680 1590 8. 1:48857 e Proxy already created Z Edit

retrocconsole- )
nginx IRCC

127.8.60.1:5098

backend
127.8.8.1:53365

fri:!ntend B + Create proxy
0.0.0.0:7966

RetroCConsole

<> Proxy already created Z Edit

Mntcrl Lab - UniBa for Cyberchallenge.it

< : % Edi
127.0.8.1:56733 e Proxy already created Edit
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HEALTHY

telecc 0 :24:
¥ Settings O Stop C* Restart T Delete
Proxy ©.0.0.0:5555  Upstream 127.0.0.1:45335 | RUNNING _ R R

PI'DXY script C Hot reload Il Pause X Clear

mitmproxy http
theplug_http drop, header_value

[03:23:59.444] Loading script /tmp/theplug/addons/5555.py

[83:23:59.465] reverse proxy to / 7.0.8.1:45335 listening at #:5555.
[03:24:03.081] [127.0.0.1:47822] client connect
[03:24:03.083][127.0.0.1:47822] server connect 127.0.06.1:45335

drop(flow, ) 127.0.0.1:47822: GET http://127.8.8.1:45335/

<< 200 0K 3.9k

(flow: http.HTTPFlow):
user_agent = header_value(flow,
user_agent !=

encoding = header_value(flow,
encoding !=
drop(flow,

flow.request.path.startswith(
password = flow.request.query.get(
password:

Mntcrl Lab - UniBa for Cyberchallenge.it

len(password) ==
drop(flow, )
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telecc
. . . Settings O Stop ¢ Restart T Delete
Proxy 0.8.8.0:5555 Upstream 127.0.0.1:45:

from mitmproxy import http

i from theplug_http import drop, header_value
Proxy script Il Pause x Clear

def request(flow: http.HTTPFlow):
user_agent = header_value(flow, "user-agent")
1f user_agent != "checker":
(flow: http.HTTPFlow): d T’Dp( Tl ow, 418 ) Toxy to http://127.8.0.1:45335 listening at *:5555.

mitmproxy http
theplug_http drop, headerx
;cript /tmp/theplug/addons/5555. py
user_agent = header_value(flow, I'"E‘t urn ):47822] client connect
“Ser—ége"t = 1 : _ ) ) _ ; 1:47822] server connect 127.8.8.1:45335
drop(flow, /17 encoding = header_value(flow, "accept-encoding") tp://127.0.0.1:45335/
: - ] - | — M : ", 3.9k
encoding = header_value(flow, if encodin g = gZ L p 2 deflate”:
encoding != : dro P ( flow ] 444 )
drop(flow, ) return
flow. request.path.startswith( if flow.request.path.startswith("/api/channels/"):
password = flow.request.query.g password = flow.request.query.get("password")

password: .
len(password) == ©°: 1f not Passwo rd: return

drop(flow, 57) 1t len(password) == 65
drop(flow, 451)

Mntcrl Lab - UniBa for Cyberchallenge.it
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4 Run Details

telecc 03:24:03 AM
¥ Settings O Stop ¢ Restart T Delete
Proxy 0.0.0.0:5555 Upstream 127.0.8.1:45335 RUNNING ) R

Proxy script Il Pause X Clear

mitmproxy
theplug_http

g/addons/5555. py

(flow: httj . . : -
127.8.0.1:45335 listening at *:5555.

user_agent = header
connect

= : 1=
user_agent ! connect 127.0.0.1:45335

drop(£low, 19) . Unavailable For Legal &3
I'm A Teapot
Reasons

encoding = header_v
encoding !=
drop(flow,

flow.request.path.startswith(
password = flow.request.query.get(
password:

Mntcrl Lab - UniBa for Cyberchallenge.it

len(password) ==
drop(flow, )

ﬁ



theSlave

23 git.gabdevele.dev/gabdevele/theSlave/src/branch/master/config.toml

Pull Requests Milestones Explore

[_3 gabdevele / theSlave

<> Code

[I Files P master - | config.toml (3

tests
. gadeUEIE fb5cfT2cdcd updétf 1:anig
theslave

‘glugnore 47 lines | 1.1 KiB | TOML

config.example.toml al]
config.toml

main.py

pyproject.toml

README.md

= setup.sh

uv.lock

Hardcoded credential PUBLIC on
my self-hosted git !!
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‘he Exploit Farm

Game ended' 8

™ Flags

Launched Exploits
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Tele-babelito

1. wtf is a web-based televideo
2. ohit's an html renderer
3. what now?

720.8154476580850422 TUNE CH a
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snprintf(name_path, 0x100QuLL, "%s/%s/name", data_dir, channelld);
na = file_read(name_path, OLL, v42, 32LL);
if ( na == -1LL )
die("notfound", "no name file for %s'", channelld);
snprintf(vdata_path, 0x100QuLL, "%s/%s/p/%s', data_dir, channelld, page_num_str);
vdata_fenum = page_file_count(vdata_path);
if ( !'vdata_fenum )
die("notfound", "invalid page file for %s/%s'", channelld, page_num_str);

(ctf) TeleCC python3 solve.py .
[+] Starting local process './renderer/build/ttrender': pid 398
[*] Switching to interactive mode

ERR badreq |
invalid page number '1+00+../password'[*] Process './renderer/i@e
[*] Got EOF while reading in interactive )

The vuin!

Path traversal !?!!

strncpy((char *)s, page_num_str{ 32ulLL);
page_num = strtol((const char x)s;=ét; 10);
if ( page_num - 100 <= 0x31F )

-100,000,000,000
Social
Credit

Execution Date: BAX %208

Mntcrl Lab - UniBa for Cyberchallenge.it
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where flag?

So, do we just fill page_number with junk?

00
what about the backend?
app.get('/api/channels/:id/pages/:num', async (req, reply) => {
> const { id, num_}l.=_req.params as { i1d?: string; num?: string };

if (!'id || MOLID_RE.testTW\d)) return badRequest(reply);

if (!'num |{ !/"\d{3,64}$/ Jtest(num)) return badRequest(reply);

no worries , the regexis |#sg
(unexpectedly) broken =

pageNumber = "1" * 64

Mntcrl Lab - UniBa for Cyberchallenge.it

et session.get( PEETAHPEETERBABELITOSUSH1SLOPG7=

f'{self.url}/api/channels/{channelld}/pages/{pageNumber}?password={passwordHex}"

)
psw = r.json()["detail"].split("'")[1][32:]
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paraparapatch

really?
just change the hardcoded strncpy size byte

if ( psw_size > 32 )

if { psw_size > 32 ) die("badreq", "password file too long");

die("badreq", "password file too long");

if ( psw_size != file_read(psw_path, @LL, psw_plain, psw_size) ) if ( psw_size != file_read(psw_path, OLL, psw_plain, psw_size) )
die("badreq", "password read failed"); die("badreq", "password read failed");

strncpy((char *)s, page_num_str, 32ulLL); strncpy((char *)s, page_num_str, 31uLlL);

page_num = strtol((const char x)s, OLL, 10): page_num = strtol((const char x)s, OLL, 10);

onst channel = await d -e.getRepository(Channel).findOneBy({ id });

Mntcrl Lab - UniBa for Cyberchallenge.it

f (!channel) return re (404).send({ error: 'not-found' });
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paraparapatch

apps/api/src/app.ts (3

@@ -88,7 +88,7 @@ export function buildApp(opts: { logger?: boolean ] }): TeleccApp {

app.get('/api/channels/:id/pai ync (req, reply) == {
onst { id, num } = req.params as { id?: string; num?: string },

if ( psw_size > . _ - _ : ..

) die?--ﬁgd,l-éqn, 9k 9E if ('id ULID_RE.test(id)) return badRequest(reply);

if ( psw_size ! B : .. : :
die("badreq", . if ( 'num 1{3,64}3/.test(num)) return badRequest(reply);

strncpy((char 4 L . B ; : :

page_num = strt ! 1T ( !'num J 1{3}%/.test(num)) return badReguest(reply);

onst channel = await dataSource.getRepository(Channel).findOneBy({ id });

i1

if ('channel) return reply.code(484).send({ error: "not-found"' });

Mntcrl Lab - UniBa for Cyberchallenge.it
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Critical Situations

s
‘é"
We forgot we could use our Tulip fork to decode WebSockets! Ej
=
To try to decode them we tried an experimental feature of our O
proxy to send decoded data to Tulip but to do so we had to 2
restart the whole proxy, causing a mega packet loss. m
=
At the end we solved the problem by adding some console.log in =
IRCC code to understand what users were doing. -
(losing some SLA in the process) g

But still we could not make the websockets work because we
were not sending \r\n at the end of each command!
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